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ABSTRACT

HAL-Fuzz, a fuzzing technique to find firmware vulnerabilities, is efficient by using the HAL function of the hardware
abstraction layer provided by MCU vendors. However, it cannot handle most firmware that unused the exact HAL function.
In this paper, we propose a new method for identifying pseudo-HAL functions to increase the fuzzing availability of
HAL-Fuzz. In experiments, we identified not only the HAL but also the pseudo-HAL functions, implemented by the
developer, and that fuzzing is possible.
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Fig. 1. STM32 firmware architecture

Table 1. Fuzzing performance on Drone

firmware(5h)

Unique Basic
Pirm Speed (exec/s) Blocks
ware | HAL- 2: HAL- 2:
Fuzz Pfim Fuzz Pfim
Drone | 29.3938  8.6129 326 1278

Table 2. Peripheral related functions in CNC
firmware

Firmware | Pseudo-HAL HAL
HAL_GPIO _ReadPin

CNC usart_putc

Total (#) 28 20
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(2) Feature Extraction

Firmware

MCU info.

< e.g, STM32F469NI>

g

List up read or write instruction access within MMIO l

|

Extract offset from MMIO

Fi
Ins_addr Block_addrriw  MMIO Offset

0x80006a7 0x800069d O 0x40004400 0xO
0x80006a7 0x800069d O 0x40004800 0xO
- 0x80006a7 0x800069d O 0x40013800 0xO
Detect parent nodes from firmware 0x80006b3 0x80006ad O 0x40004400 Ox4
0x8000751 0x8000741 1 0x40004400 Oxc
0x8000753 0x8000741 1 0x40004400 Ox4

I

0x8000a77 0x8000a4d O 0x40010800 Ox0
0x8000a77 0x8000add 1 0x40010800 0xO
0x40011004 —> 0x40011000, Ox4 l 0x8000df7 0x8000df1 1 0x40011000 Ox4

Database

<STM32F469NI>

(1) DB Management

IAE-II M 71'

o) oq]oﬁ }J 314 /\]

A zElet 2 ZAS o] 83l ¢17]/27] AL Ak 2 (3) §A vla 2=
ellM = Fig.2.9F o] MMIO 224 54L& ©]-87F 25 vtk WA O
& 359l A HAL 4 24 7S Akt ddress)E "IA3taL, @ @

3.1 AlAE &3

% 73 9]
A1

A2

Fun_i Ins_addr Block_addr Status_rw MMIO Offset
USART_TransmitData8 0x8000df7 ~0x8000df1 1 0x40011000  Ox4

USART_TransmitData® 0x8000de9 0x8000de5 1 0x40011000  Ox4

Fig. 2. Pseudo-HAL identification system design
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(3) Feature Comparison

@ MMIO matching

@ Offset matching
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Table 3. Pseudo-HAL function identification
rate (%)

Firmware Libmatch Ours
Baremetal 12C 0 68.1
FreeRTOS_12C 0 63.6
RIOT_SPI _receive 0 64.2
Baremetal UART 0 64.2
RIOT_I2C_receive 0 60.0
RIOT_I2C_transmit 0 62.5
RIOT SPI receive 0 60.0
RIOT _UART 0 64.7
RIOT_SPI 0 92.3
RIOT_I2C 0 84.2
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Fig. 3. HAL function identification rate
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Table 4. Result of CNC firmware fuzzing (24h)

Executions gg{fﬁ; Crashs
6
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